HHAMSTKA IS ObBYYAIOIHUXCSI
Ob UH®OPMAIIMOHHOU BE3OITACHOCTHU JETENU

HEJIb351

1. Bcem moapsin cooOmarh CBOIO YacTHYIO WH(MOpMAIUIo (HACTOSAIINE UMS,
damummio, tenedoH, aapec, HOMEp MIKOJNBI, a Takxke ¢oTorpaduu CBOM, CBOECH
CEMBU U JApYy3€ei);

2. OTKpbIBaTh BJIOKEHHBIE (ailyibl AJIEKTPOHHON MOYTHI, KOTJa HE 3HAEllb
OTIIPABUTEIIS;

3. I'pyOuTh, npuaupathes, OKa3blBaTh JIaBJICHUE — BECTU CE€0s1 HEBEKIMBO U
arpecCuBHO;

4. He pacnopspkaiics IeHbraMH TBOEM CeMbH 0€3 pa3pellleHusl CTapIIuX -
BCET/la CIIpallliBal pOAUTEIICH;

5. He Bctpeuaiics ¢ IHTEpHET-3HAaKOMBIMH B PEAJIBHOW JKM3HHU - TIOCOBETYMCS
CO B3pOCIIbIM, KOTOPOMY JOBEPSCIIb.

OCTOPOXHO

1. He Bce nmumyT npaBay. Yuraewms o cede Henpasay B MlHTepHeTe — coo01mu
00 3TOM CBOHUM POJUTEISIM UJIU ONEKYHAaM;

2. [lpurnamaroT nepenuceiBaThCs, UrpaTb, 0OOMEHUBATHCSA - IPOBEPD, HET JIH
M0/IBOXaA;

3. HezakonHoe konupoBanue (¢aitnoB B IHTepHETE - BOPOBCTBO;

4. Bcerna paccka3biBail B3pocCibIM 0 Mpo0jiemMax B CETH - OHU BCET/1a IOMOT'YT;

5. Ucnonb3yii HACTPOWKHM OE30MMaCHOCTH M MIPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKayHTBI B COLICETSIX U APYIUX MOpTajax.

MOKHO

1. YBaxali qpyrux noJib30BaTeleu;

2. lTonws3yembesa MHTEpHET-UCTOYHUKOM - J€Tal CChUIKY Ha HETO;

3. OTKpBIBal TOJBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. O0uaThCs 32 MIOMOIUIBIO B3POCIBIM - POJIUTENIHN, ONEKYHbI U aIMUHUCTPALIUS
CalTOB BCETIa IOMOT'YT;

5. Ilpoiinu oOydyenue Ha caiite «CeTeBMUOK» U MOJIYy4Yd MacrnopT UudpoBoro
rpaxaanuHal

[lucemo  MwunoOpunayku  Poccum ot 14.05.2018 Ne  08-1184
O HaIpaBJICHUU uHbopMaIuu
© Marepuan u3 CnpaBouHoii CHUCTEMBI «O0bpazoBaHue.
[MoxpoGuee: http://vip.lobraz.ru/#/document/97/443572/po480/?0f=copy-
fabfc4bbfo

NHO®OPMANMNOHHAA MAMATKA JIJISA OBYYAIOIIIUXCSA

C KaXXJIbIM TOJI0OM MOJIOJIC’)KU B MHTEPHETE CTAHOBUTHLCS OOJIbIIIE, a IIIKOJBHUKHI
OIHA M3 CaMbIX AaKTHUBHBIX MoOJib30Barenen PyHera. Mexnay teMm, ITOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPOOJIEMbI. JTa MaMsTKa
JOJDKHA ITOMOYb TeOe 0€30acHO HaXOIUTHCSA B CETH.


http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0
http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0

KoMmnbroTepHbie BUPYChI

KoMmnproTepHBId BHPYC - 3TO Pa3sHOBHUIHOCTH KOMIIBIOTEPHBIX IIPOIPAMM,
OTIMYUTETHHON OCOOEHHOCTBIO KOTOPO SIBISIETCS] CITIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMy, BUPYCBI MOTYT HOBPEAUTDH WU ITOJTHOCTBIO YHUUYTOXKHUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTOo Obliia
3amylleHa 3apak€HHas MporpaMMa, a Tak)Ke MOBPEINUTh WIM JAKE€ YHHUUTOXKHUTH
OTEpallMOHHYI0 CHCTEMY CO BceMu ¢aiijamu B 1iejoM. B OOJIBIIMHCTBE cllydaeB
pacIpoCTPaHSAIOTCSA BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIMTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnonp3yii COBpEMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIM
YPOBEHB 3aIIUThI OT BPEJOHOCHBIX IPOTPAMM;

2. TIlocrossHHO ycTaHaBiMBal mnadtu (UU(QPOBBIE 3aIlJIATKU, KOTOPBIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C IEJIbI0 JTOPAaOTKM IMPOTpaMMbl) U ApPyrue
OOHOBJIEHUS CBOEH ONEepalMOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(pUIIMATBHOTO
caiita pazpadbotunka OC. Eciu cylecTByeT pexxuM aBTOMAaTHUYE€CKOTO OOHOBJICHUS,
BKJIKOYH €r0;

3. PabGoraii Ha cBoeM KOMIIbIOTEpE IIOJ TMpaBaMU IMOJIb30BaTENsl, a HE
aMUHUCTpATOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATBHOM KOMITBIOTEPE;

4. MHcnonp3yii aHTUBHUPYCHBIE NPOIpPaMMHBIE IIPOIYKTBI  HM3BECTHBIX
IPOU3BOJUTEINIEH, C aBBTOMAaTHUECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUM JOCTYI K KOMIBIOTEPY /17151 HOCTOPOHHUX JIULL;

6. crionb3yii BHEIIHKME HOCUTENN UH(DOpMAaILIMK, TaKHe Kak (hJelika, TUCK WK
(aiin u3 UHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTKpbIBail KOMIIBIOTEpHBIC (DasIbl, TMOJYyYEHHbIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlyuiie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 3T0 He BHJ mepenaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIL OpEHI,
mapka. Eme B 1991 roay HuaepnaHjckasi KOMMaHUS 3aperucTpupoBajia OpeH[I
«WECA», uto o6o3nauano cinoBocoueranue «Wireless Fidelity», koTopsiii
MEPEBOIUTCS KaK «OeCTIpOBOAHAS TOUHOCTh.

Jlo Hamiero BpeMeHu Jonuia apyrasi abopeBuarypa, KoTopas sSBISIETCS TaKOU
e TexHojoruen. Jto abbpeBmarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAaMEKOM Ha CTaHAapT BICIIHM 3ByKOBO# TexHuku Hi-Fi, uTto B mepeBojie o3Havaet
«BBICOKAs TOYHOCTBY.

Jla, OecriaTHBIM WHTEPHET-IOCTYN B Kade, OTENSIX M adpornopTax SBISACTCS
OTJINYHOM BO3MO>KHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE SKCTIEPTHI CUMTAIOT, UTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMH.

CoBeTbI 110 6€30MaACHOCTH padoTe B 001IeTOCTYNHbIX ceTsax Wi-fi:



1. He mepenaBaii CBOIO JTHUUHYIO HH(POpPMAIKIO Yepe3 ooIeaocTynHbie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJiv JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDA,

2. Vcionp3yit U OOHOBJISIIT aHTUBUPYCHBIE TpOTrpamMMbl U Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0sl OT 3aKaYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnionszoBannu Wi-Fi otkimoun hyHkimio «O0mmii qocTyT K ¢daitiam
u npuHTepam». JlaHHas QYHKIMS 3aKphITa N0 YMOJIYAHHIO, OJHAKO HEKOTOPHIC
MOJIb30BATENIHM AKTUBUPYIOT €€ JJIs1 y100CTBa UCIIOJIb30BaHUs B paboTe win y4eoe;

4. He wucnonp3yit nyOomumunblii WI-FI nma mepemaum JIHUYHBIX JaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMAIBHBIE CETH WM B DJIEKTPOHHYIO MOYTY;

5. Nnonb3y# Tonbko 3amnuiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-ajapeca BBOAU UMEHHO «https://»;

6. B moOmieHOM Tenedone otkimoun (ynkimio «[lonkmodenne Kk Wi-Fi
aBTOMaThuecKknw». He momyckail aBTOMAaTH4YE€CKOrO0 MOAKIIOYEHHUS] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConuajibHbIe CeTH

CounalibHbIE CETH aKTUBHO BXOJIAT B HAILY KW3Hb, MHOTHE JIFOJU PabOTaIOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MILIAAp]] YEIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX KUTEJICH IUIaHeThl. MHOTHE MOJIB30BaTEIN HE
MMOHMMAIOT, YTO WH(OpMaIMs, pa3MelleHHAs UMH B COITMAIBHBIX CETAX, MOXKET
OBITh HaliflcHAa W HCIIOJb30BaHA KEM YIOJHO, B TOM 4YHCJIE HE 0053aTeIBHO C
0JIaruMu HaMepEHHUSIMHU.

OcCHOBHBIE COBETHI IO 0€30MMaCHOCTH B COIMAJIBHBIX CETIX:

1. Orpanuys criucok py3ei. Y 1e0s B Ipy3bsiX HE JOJDKHO OBITh CIyYaHBIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3amumiai CBOO YacTHYIO kU3Hb. He yka3biBail maposu, Tesnedonsl, aapeca,
JIaTy TBOETO POXKJICHUS U IPYTYIO TUUHYI0 HHGOPMAIIUIO. 3JI0YMBIITUICHHUKH MOTYT
UCIIOJIB30BaTh JaKe MH(POpPMAIIMIO O TOM, KaK Thl U TBOM POJUTEIHU IUIAHUPYETE
MPOBECTU KAaHUKYJIbI;

3. 3amuinaii CBOI0 peryTaluio - IEPKHU €€ B YUCTOTE U 3a7aBail cebe BOIpoc:
XOTeJ Obl Thl, YTOOBI JPYrvMe TOJIL30BATENIM BHJEIHU, YTO Thl 3arpyaemib?
[Toxymaii, mpexxie 4eMm 4TO-TO OMyOJIMKOBaTh, HAMIMCATh U 3arPy3UTh;

4. Eciiv Thl TOBOpHIIIb C JIFOJbMH, KOTOPBIX HE 3HaCIllb, HE UCIOJb3yH CBOE
peasbHOE MMS U JIPYTYIO JTUYHYIO WH(OpPMAIUU: UMsI, MECTO JKUTEIIbCTBA, MECTO
y4eObl U IPOUEe;

5. U36erait pasmemenust pororpaduii B MuTepHere, re Thl M300pakeH Ha
MECTHOCTH, [0 KOTOPOU MOMKHO ONPEAECTUTh TBOE MECTOIOJIOKECHUE;

6. ITpu peructpaiuu B COIMAIBHON CETH HEOOXO0IMMO UCITOIb30BaTh CJI0KHBIC
MapoJIk, COCTOSAIINE U3 OYKB U UPP U C KOJIMUYECTBOM 3HAKOB HE MEHee §;

7. s colManbHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOIUMO MCII0JIb30BATh
pasnsbie naposi. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TOJIy4aT JOCTYT
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE IEHbI'H



DNEKTPOHHBIE JEHBIM — 3TO OYEHb YNOOHBIN CIIOCOO IJIATEXEW, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JE€HBIH.

DONEeKTPOHHBIE AEHBIH MOSBUIUCH COBCEM HEIABHO U MMEHHO M3-3a 3TOrO BO
MHOTHX TOCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (yHKIMOHUPYIOT U O HUX YK€ MPONUCAHO B 3aKOHE, I/I€ X
pa3zeNsaoT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHMMHBbIE. PasHuna B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellIaeTcs MPOBOAUTH omepanuu 0e3
UACHTU(UKALMY NT0JIb30BATENSA, & B HEAHOHUMHBIX HIEHTU(UKALIUY [10JIb30BATENSA
ABIISIETCS 00A3aTEIBHOM.

Taxxe ciexyer pasnuuyaTh JJEKTPOHHbIE (UATHBIE JEHbIU (PaBHBI
rOCy/IJapCTBEHHBIM BaJlOTaM) M DJEKTPOHHBbIE He(UaTHbIE NEHBIM (HE pPABHbI
rOCy/IapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€30MACHOH padoTe ¢ ITEKTPOHHBIMH ICHbIAMMU:

1. IlpuBsiku K cueTy MOOMIIbHBIN TenedoH. DTO caMmblil YOOHBII U ObICTPBIN
Croco0 BOCCTAaHOBUTH AOCTYI K cuery. lIpuBsizanHblld TenedoH MOMOXKET, €ciu
3a0yJelib CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonws3yi opmHopaszoBele mnaposid. [locime mepexoga Ha YCHICHHYIO
aBTOpHU3alMI0 TeOe yke He OyAeT YrpoKaTh ONACHOCTh KpakKHM WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Bribepu cnoxsbiii napoib. IlpectynHukam OyneT He MpocTo yraaarhb
CJIOXHBIN ITapoJib. HaiesxHble maposim — 3To apoJiiv, KOTOPBIE COJIEpKaT HE MEHee
8 3HAKOB U BKJIIOYAIOT B €051 CTPOUHBIE U MIPOIMUCHBIE OYKBBI, UPPHI U HECKOIBKO
CHUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (pyHTa, BOCKJIMLATENbHBIA 3HAK M T.II.
Hanpumep, StROng!;;

4. He BBOM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILIb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTUS U MPENOCTABIAEMBIE €0 YCIYyTH T10
MEePEChUIKE U MOJYYCHUIO AJIEKTPOHHBIX COOOIIEHHM, KOTOPBIE paclpeestoTcs B
KOMMBIOTEpHOU ceTh. OOBIYHO DJIEKTPOHHBIM TMOYTOBBIA SIIUK BBITJISIUAT
CJIeIyI0IUM 00pa3oM: UMsI_TONb30BaTensi(@umMs_oMeHa. Takxke Kpome nepenadu
MPOCTOT0 TEKCTa, UMEETCS BO3MOXKHOCTh NIepeaBaTh (hauibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM padoTe € JIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA TOYTOBBIM CEpBUC. B WHTEpHETE ecTh
OTPOMHBIN BHIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE€ IOBEPSThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3wiBail B inuHO#M mouTe JuuHyto nHbopmarmio. Hampumep, mydrine
BbIOpaTh «My3bIKaNbHbIN _(paHat@» mm «pok2013» BmecTo «Temal3y;

3. Ucnonb3yi ABYXATANHYIO aBTOPU3ALIUI0. ITO KOTJa HOMUMO NapoJisi HYKHO
BBOAUTH KOJ, MPUChUIaeMbId 0 SMS;

4. BoeiObepu C0XKHBIN Maposib. {15 KaXX0ro MOYTOBOIO SIIKUKA JTOHKEH OBITh
CBOW HAJEKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJIib;

5. Ecinn ectb BO3MOXHOCTH HAamucarb CaMOMY CBOW JIMYHBIA BOIIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;



6. HMcrnonp3yil HECKOJIBKO TIOYTOBBIX SIIUKOB. IlepBbIi it YacTHOM
MEPEINUCKU C aJipecaramMu, KOTOPHIM Thl JOBEpsCIIb. JTO AJNEKTPOHHBIN ajpec He
HAJI0 UCTIOIh30BATh MPU PETUCTPAINHN Ha POopyMaxX U CalTax;

7. He oTkpbIBail (ailibl U Apyrue BIOXKEHHUS B MHCbMAaxX Jaxe €CIH OHH
NPUIUIM OT TBOUX Jpy3eu. Jlyulie yTo4HM y HHUX, OTIPABISUIA JIU OHU TeOE ATH
daitnbr;

8. Ilocnie okoH4YaHUsI pabOThI HA TOYTOBOM CEPBUCE NEPE 3aKPHITUEM BKIIAJIKH
C calToM He 3a0y/ib Ha)KaTh Ha « BBIATHY.

KuoepOysimHT MM BUPTYaJIbHOE N3/1€BATEJIbCTBO

KubepOymmuHr  —  mpeciefioBaHHe  COOOIICHUSIMH,  COAEp KalUMU
OCKOpOJIeHMS, arpeccuro, 3aIlyTUBaHUE; XYJINTAHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaticst B 60ii. JIydmuii cmoco0: mOCOBETOBAThCS Kak ce0s BECTH W,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHadalleé YCIIOKOUTbCA. Eciu Thl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIbKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupasnsii cBoel kuOepperyTauuei;

3. AHOHUMHOCTb B ceTh MHUMas. CyIIeCTBYIOT CIIOCOOBI BBIACHUTD, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJHMTaHCKUN 00pa3 BUpPTyaldbHOUW ku3HU. MHTEpHET
buKcupyeT BCe TBOM JIEUCTBHS W COXpAHICT UX. YJAIUTh UX OyJeT KpaiiHe
3aTPYIHUTEIIBHO;

5. CobGnronait cBOI BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeratuB. (OJHOPA3OBBIE OCKOPOHMTEIIHHBIC
COOOIIeHHMS JTyulle UTHOpUPOBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKM OTHPABKH COOOIIEHHH C
OTpEEICHHBIX aIPECOB;

8. Ecnu ThI cBUzeTens kuOepOysuiHra. TBOM AEHCTBUA: BBICTYNIUThH MPOTUB
npeciieoBaTens, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHHBAIOTCS HETaTUBHO,
MOJJIePXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOubHBIH TenehoH

CoBpeMenHbIe cMapT(HOHBI U TUIAHIIIETHI COJEPKAT B ceOe BIOJTHE B3POCIIbII
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH
KoMIiboTepamMu. OHAKO, CPEACTB 3aAIUTHI IS TIOIOOHBIX YCTPOMCTB MOKAa OYEHb
Majio. TecTupoBaHUE U TTOUCK YSA3BUMOCTEH B HUX MPOUCXOAUT HE TaK UHTCHCUBHO,
kak ju1s [1K, 1o *e camoe kacaeTcs 1 MOOUJIBHBIX TPUIIOKEHUM.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPAKTUUECKH TOTHAIA HACTOJIbHbBIE
aHaJoTU, OJHAKO paclMpeHue (QyHKIMOHAIa BJEYEeT 3a CO00H OOJbIIyIO
CJIOHOCTbh U MEHBIIIYIO 3aIIUIIEHHOCTb.



I[aJICKO HC BCC IMPOU3BOJUTCIN BBIITYCKAIOT O6HOBH€HI/IH, 3daKPbIBAIOIINUC
KPUTUICCKUC YA3BUMOCTHU IJIAA CBOUX YCTPOﬁCTB.

OcHoOBHBIE COBETHI I 0€30IACHOCTH MOOWJIBHOTO TeJiedoHA:

1. Huyero He siBNIS€TCS MO-HACTOsAIIEMY O€CIUIaTHBIM. byib OCTOpOXKEH, BEAb
Korja Tede mpeayaratoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCITYTH;

2. ymait, npexae yem otripaButb SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HAEID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

3. HeoO6xoammo 0OHOBIIATH ONEPaIIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Vicnonbs3yi aHTUBUPYCHBIE IPOTPaAMMBI JIJIi MOOMIIbHBIX TeNe(OHOB;

5. He 3arpy»ail IprIOXKeHHUsI OT HEU3BECTHOTO MCTOYHUKA, BEb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTIEUEHHUE;

6. ITocne Toro Kak Thl BBIMAECIIb C CaliTa, I/1€ BBOAWI JUYHYIO HH(DOpPMALHIO,
3aiiin B HACTPOIKK Opay3epa U yaainu cookies;

7. llepnonnuecky MpoBepsAd KaKue IJIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. JlaBail cBOIl HOMEp MOOMJIBHOrO TelieOHa TOJIBKO JIOJSM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEPSCIIb;

9. Bluetooth momxeH OBITH BBIKJIIOYEH, KOTJAa Thl UM HE Mojb3yemibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbBIE OHJIANH-UTPBI - ’TO KPACOYHBIE, 3aXBaThIBAIOLIUE PA3BICUCHNUS,
00BbEeIMHAOIINE COTHU THICSY YEJIOBEK M0 BceMy MUupy. UIrpoku uccienyroT JaHHbIH
UM MHUp, OOILIAIOTCS IPYT C APYTOM, BBITIOJHSIOT 3a/1aHNUs, CPAXKAOTCSI C MOHCTPaMHU
Y TMOJYYaroT OMBIT. 32 YJIOBOJIBCTBUE OHU IJIATAT: MOKYMAIOT AUCK, OMJIAYUBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OILIMH.

Bce 3Tu cpenctBa uayT Ha MOAJEPKAHUE U PA3BUTHE UTPHI, @ TAK)KE HA caMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIsl TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nogoOHbIX Urpax CTOUT ONACaThCsl HE CTOJIBLKO CBOUX COIEPHUKOB, CKOJIBKO
KpaXkyu TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHa CHUCTEMa aBTOPU3AIMU OOJIbIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnu apyroit urpok BeAeT ceOsl TIIOX0 WIM CO3/aeT Tebe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Ioxaiyiicss aIMUHHUCTPATOPaM UTPhl Ha IJIOXOE MOBEJIEHNUE 3TOI0 UTPOKaA,
YKeJNaTeJIbHO PWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil tuuHyo nHGopMalnio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBait HeouiinaabHbIe MATYA U MO/IBI;

6. Mcnosib3y#l CHOKHBIE U Pa3HBIE MMAPOJIH;

7. Jlaxxe BO BpeMsi UTpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loKa Thl Urpaeus,
TBOM KOMITBIOTEP MOTYT 3apa3UTh.



OUIIVHT WM KPajka JUYHBIX JTaHHbIX

OOBIYHOM KpaKkel JEHET U JOKyMEHTOB CETOIHS YK€ HUKOTO HE yIUBHIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA TEPEMECTIIINCh B
UHTEPHET, U MPOJOJHKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Taxk mosiBUIach HOBas Yrpo3a: WHTEPHET-MOIICHHUYECTBA WA (DUIITHHT,
IJIaBHAsl 1Ie7b KOTOPOTO COCTOMT B TIOMYYCHUH KOH(PHUIACHIIMATBHBIX JAaHHBIX
M0JIb30BaTENeN — JIOTMHOB U maposeil. Ha anrmuiickoMm si3bike phishing ynurtaercs
kak ummHr (0T fishing — prIOHas J10BIIA, password — mapoJib).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl o/103peBaetiib, 4TO TBOSI aHKETa ObLiIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOILIUTH aJIMUHUCTpPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Wcnonw3yit Ge3omacHbie BEO-CalThl, B TOM YHUCJIE, MHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yil cloxHbIE W pa3Hble Mapoiu. TakuM 00pa3oMm, eciiu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciii Te04 B3IOMaNH, TO HEOOXOANUMO NPEIYyIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€OS B APY3biIX, O TOM, UTO T€Os B3JIOMAIHU U, BO3SMOKHO, OT
TBOET0 UMEHHU OYyJIET PacChlIaThCs CIlaM U CCHUIKM Ha (PUIITMHTOBBIE CANThI;

5. YcranoBu HaaexHbid apois (PIN) Ha MOOWIBHBIN TeNe(OH;

6. OTKIII0YM COXpaHEHHUE MaposIs B Opaysepe;

7. He otkpbiBail ¢aiiiabl W ApyrUe BIOXKEHHUS] B MUCbMaX JaKe €CIH OHU
IOPUIILTA OT TBOWX JApy3el. Jlydine yTouHH y HUX, OTIPABISUIM JIM OHH TeOe ITH
(bab.

HMu¢posas penyrauus

[udpoas penyTaius - ’TO HEraTUBHAS WX MO3UTUBHAS MH(OpPMAIIKS B CETH
o tebe. Kommpomerupyromas uHpopmaiusi pasMelieHHass B UHTEPHETE MOXKET
CepbEe3HbIM 00pa3oM OTpa3UThCsl Ha TBOEW peanbHOM Ku3HHU. «Lludposas
penyTanus» - 3T0 TBOM UMM, KOTOPBIA (opMHUpyeTcs U3 HHPopMaluu o Tede B
UHTEpHETE.

TBOE MeCTO KUTEILCTBA, YueObl, TBOEC (PMHAHCOBOE MOJIOKEHHUE, 0OCOOEHHOCTHU
XapakKTepa U pacckasbl 0 OJIU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mMOAPOCTKU JIETKOMBICICHHO OTHOCATCS K IyOJMKAIluyd JIHYHON
uHpopmaruu B VHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHencTBUi. Thl maxe He
CMOJKEIIb JIOTaaThCs 0 TOM, 4To (poTorpadus, pa3MelleHHas S5 JIeT Ha3ald, crajia
MPUYUHON OTKa3a MPUHATH T€Os Ha padoTy.

KommenTtapuu, pazmernienne TBoux (hororpaduii u Ipyrue NeiCTBUS MOTYT HE
MCYE3HYTh JIAXke MOCJE TOT0, KaK Thl UX YAAJIUIb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty
uH(pOopMaIuIo, Momnajga JM OHa B MOUCKOBBIE CUCTEMbI U COXPAHWJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0€ OKpYKaroUIee 01, KOTOPbIE HAWIYT U YBUAST 3TO.
Haiitu wuH(popmaiuio MHOro JI€T CHYCTs CMOXET JH00H - Kak U3 J00phIX
MOOYKJICHHM, TaK U C HAMEPEHUEM MIPUUYUHUTH BPEI. ITO MOXKET OBITh KTO YT'OJIHO.

OcCHOBHBIE COBETHI M0 3alUTe HU(PPOBOI pernyTauu:



1. Ilomymaii, npexzae 4yem 4yTo-TO MyOJIMKOBAaTh U NiepenaBaTh y ce0s B Oiore
WJIM B COLIMAJILHOM CETH;

2. B mactpoiikax mpoduisi yCTaHOBH OTrpaHUYEHHs] Ha MPOCMOTP TBOETO
npouUIs ¥ €ro CONEP>KUMOTO0, CIeTIail €ro TOIBKO IS IpY3eiD»;

3. He pa3memniaii u He ykasbpiBail MH(QOpMAIIHMIO, KOTOpPask MOXET KOTro-JIu00
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE  NIKOJIBHUKU-  aKTHBHBIE  IOJb30BaTeNd  LU(PPOBOTO
npocTpancTBa. OIHAKO JajJeKo HE BCE 3HAIOT, YTO IOJIb30BAHHME MHOTHUMU
BO3MOXHOCTSIMU  LM(ppoBOoro  Mupa TpeOyeT  coONMoleHHs TpaB  Ha
WHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIEKTYalbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3IMYHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HavyarIKX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH , U 3aKaHYMBAasi KHUTaMH,
doTorpapusiMu, KHHOQUIEMAMH U MY3bIKAJIBHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTH Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE MPaBa BBHICTYIIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyalbHBIM/TBOPUECKUN TpPyJ aBTOpa HE
OyIneT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOETrO TPYyJAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
paspelleHuss aBTOpa HE  MOXKET  BOCIPOU3BOJWTL €0  IPOU3BEIECHMUE,
pacnpocTpaHsiTh, MyOJIMYHO JEMOHCTPUPOBaTh, IPOJABaTh, HMIIOPTUPOBATD,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATh/UCHOIHATE B AQUpE WIU
pasMmewars B IHTepHeTe.

Hcnonp30BaHne «IUPAaTCKOr0» IPOrpaMMHOT0 00€CIIedeH s MOKET IPUBECTH
K MHOTMM pUCKaM: OT IIOTE€PH JIaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKU TBOETO
YCTPOMCTBA, T/I€ YCTAHOBJIEHHBIA HE JerajibHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYET JIETAIbHbIE U OECIIATHBIE TPOTPAMMbI, KOTOPBHIE MOKHO
HalTH B CETH.

O noprane

CeteBUUOK.p( - TBOI INIABHBIN COBETUUK B CETHU. 3/1€Ch Thl MOXKEIIh Y3HATH O
0€30MacHOCTH B CETHU MOHSATHBIM M JIOCTYNHBIM $I3bIKOM, & NMPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpAaTHTHCS 3a COBETOM. A TakXe MPUHATH ydyacTue B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !

[Tucemo Munobpuayku Poccun ot 14.05.2018 Ne 08-1184 "O wnanpasienun
uHdopmarun"



